

Section: 20.B. Electronic Games of Chance - On-Line Slot Data Systems (OSDS)

(a)
Testing and Certification
(1)
An On-line Slot Data System (OSDS) is a game management system that continuously monitors each Electronic Gaming Device (EGD) via a defined communication protocol by either a dedicated line, dial-up system, or other secure transmission method. The OSDS is primarily tasked to provide logging, searching, and reporting of gaming significant events, collection of individual device financial and meter data, reconciliation of meter data against hard and soft counts, and systems security.
(2)
For purposes of these rules, an independent gaming test laboratory is a laboratory agreed to and designated in writing by mutual agreement of the Division and the Tribe as competent and qualified to conduct scientific tests and evaluations of electronic games of chance and related equipment.
(3)
Game Testing Laboratory Submissions.
(i)
The manufacturer of the OSDS shall comply with all requests from the game testing laboratory for submission of hardware, software and associated equipment as deemed necessary by the game testing laboratory, pursuant to Section 20.C., Electronic Game of Chance-Test Laboratory Submission Requirements.
(4)
Report of Test Results.
(i)
At the conclusion of each test, the laboratory shall provide to the Division and the Tribe a report that contains findings, conclusions, and a determination that the OSDS and related equipment conforms or fails to conform to the agreed upon standards.  If modifications can be made which would bring the OSDS or related equipment into compliance, the report may contain recommendations for such modifications.
(5)
Phases of Certification.
(i)
The approval of The OSDS shall be certified in two phases:
(A)
Initial laboratory testing, where the laboratory will test the integrity of the system in conjunction with EGDs, in the laboratory setting with the equipment assembled; and
(B)
On-site certification where the communications and set up are tested on the casino floor prior to implementation.
(6)
Integrity Standard.
(i)
The game testing laboratory will perform certain tests to determine whether or not outside influences affect game fairness to the player or create cheating opportunities. An on-line system shall be able to withstand the following tests, resuming game play without operator intervention:
(A)
Electro-magnetic Interference. Systems shall not create electronic noise that affects the integrity or fairness of the neighboring associated equipment;
(B)
Electro-static Interference. Protection against static discharges requires that the system's hardware be earthed in such a way that static discharge energy shall not damage or inhibit the normal operation of the electronics or other components within the System. Systems may exhibit temporary disruption when subjected to a significant electro-static discharge greater than human body discharge, but they shall exhibit a capacity to recover and complete any interrupted function without loss or corruption of any control or data information associated with the System. The tests will be conducted with a severity level of up to 27KV air discharge;
(C)
Radio Frequency Interference (RFI). Systems shall not divert from normal operation by the application of RFI at a frequency range from 27 to 1000 MHz with a field strength of 3 volts per meter; and 
(D)
Magnetic Interference. Systems shall not be adversely affected by Magnetic Interference. The manufacturer should supply any documentation if the device has had Magnetic Interference testing against any recognized standard.
(7)
Modifications of Approved OSDS.
(i)
No modification to the assembly or operational functions of any OSDS or related equipment may be made after testing and installation unless a gaming test laboratory certifies to the Division and the Tribe that the modified OSDS conforms to the agreed-upon standards.  Any proposed modifications shall be subject to the requirements of section a. (1) through (4) above.
(b)
Interface Requirements
(1)
Interface Requirement.
(i)
Each EGD installed in the casino must have a device or facility (interface element) installed inside a secure area of the gaming device, that provides for communication between the EGD and an external Data Collector.
(2)
Metering Requirements.
(i)
If not directly communicating with the EGD meters, the interface element must maintain separate electronic meters of meters of sufficient length to preclude loss of information from rollover as provided for in the connected EGD. These electronic meters should be capable of being reviewed on demand, at the interface element level via an authorized access method.
(3)
Battery Backup Requirements.
(i)
The interface element must retain the required information after a power loss for a period determined by the regulatory jurisdiction. If this data is stored in volatile RAM, a battery backup must be installed within the interface element.
(4)
Information Buffering and Integrity Checking.
(i)
If unable to communicate the required information to the OSDS, the interface element must provide a means to preserve all mandatory meter and significant event information in until at such time as it can be communicated to the OSDS.  EGD operation may continue until critical data will be overwritten and lost. There must be a method to check for corruption of the above data storage locations.
(5)
Address Requirements.
(i)
The interface element must allow for the association of a unique identification number to be used in conjunction with an EGD file on the OSDS. This identification number will be used by the OSDS to track all mandatory information of the associated EGD. Additionally, the OSDS should not allow for duplicate EGD file entry of this identification number.
(6)
Configuration Access Requirements.
(i)
The interface element setup/configuration menu(s) must be not be available unless using an authorized access method.
(7)
Front End Controller.
(i)
The OSDS may possess a Front End Controller that gathers and relays all data from the connected Data Collectors to the associated database(s). The Data Collectors, in turn, collect all data from, connected EGDs. Communication between components must be via an approved method and at minimum conform to the communication protocol requirements stated in section (c)(5) of this document.
(c)
Server and Database Requirements
(1)
Hardware Requirements.
(i)
THE OSDS will possess a Server(s), networked system or distributed systems that direct overall operation and an associated database(s) that stores all entered and collected system information.
(2)
System Clock.
(i)
The OSDS must maintain an internal clock that reflects the current time (24hr format - which is understood by the local date/time format) and date that shall be used to provide for the following:
(A)
Time stamping of significant events;
(B)
Reference clock for reporting; and 
(C)
Time stamping of configuration changes.
(3)
Synchronization Feature.
(i)
If multiple clocks are supported the OSDS shall have a facility whereby it is able to update all clocks in OSDS components. 
(4)
Database Access.
(i)
The OSDS shall have no built-in facility whereby a casino user/operator can bypass system auditing to modify the database directly. Casino Operators will maintain secure access control.
(5)
Communication Protocol.
(i)
The OSDS must support a defined communication protocol(s) that provides for the following:
(A)
All critical data communication shall be protocol based and/or incorporate an error detection and correction scheme to ensure an accuracy of ninety-nine percent (99%) or better of messages received; and
(B)
All critical data communication that may affect revenue and is unsecured either in transmission or implementation shall employ encryption. The encryption algorithm shall employ variable keys, or similar methodology to preserve secure communication.
(6)
DCS Compatibility.
(i)
The OSDS or modification to an existing OSDS may not be installed and operated by the tribe unless the system or modifications have been approved by the Division as compatible with the Data Collection System (DCS).
(d)
Workstation Requirements 
(1)
Jackpot/Fill Functionality.
(i)
The OSDS must have an application that captures and processes every hand pay message from each EGD. Hand pay messages must be created for single wins (jackpots), progressive jackpots and accumulated credit cash outs (canceled credits), which result in hand pays. A Fill (deposit of a predetermined, or otherwise properly authorized, token amount in an EGD's hopper) is normally initiated from a hopper empty message while a Credit (removal of excess tokens from an EGD) is normally user initiated. An allowable exception to fill initiation would be where the system provides preventative or maintenance fill functionality, in which the transaction may be initiated by the system or an authorized user. Once captured by this application, there must be adequate access controls to allow for authorization, alteration, or deletion of any of the values prior to payment or execution.
(2)
Tax Reporting Threshold.
(i)
Every single win event hand pay message authorized at this application by personnel of proper authorization, equal to or greater than the tax reporting threshold (established by the US Internal Revenue Service, currently $1,200), must advise the user of the need for a W2G (required by the US Internal Revenue Service only) to be processed, either via the OSDS or manually. This option must not be capable of being overridden. The keyed reset ability to return winnings from a taxable event to an EGD should require user intervention to void the original jackpot slip that is generated.  Jackpot pays must also be in compliance with the tax withholding requirements of Section XIII. of the Compact.
(3)
Jackpot/Fill Slip Information.
(i)
The following information is required for all slips generated with some/all fields to be completed by the OSDS:
(A)
Alphanumeric Slip identifier; 
(B)
Date and Time (Shift if required) ;
(C)
EGD number;
(D)
Denomination;
(E)
Amount of Fill;
(F)
Amounts of Jackpot, Accumulated Credit, and Additional Pay;
(G)
W2G indication, if applicable;
(H)
Total before taxes and taxes withheld, if applicable;
(I)
Amount to Patron;
(J)
Total coins played and game outcome of award;
(K)
Soft meter readings; and
(L)
All required signatures.
(4)
Surveillance/Security Functionality.
(i)
The OSDS shall provide an interrogation program that enables on-line comprehensive searching of the significant event log for the present and for the previous 14 days through archived data or restoration from backup where maintaining such data on a live database is deemed inappropriate. The interrogation program shall have the ability to perform a search based at least on the following:
(A)
Date and Time range;
(B)
Unique interface element/EGD identification number; and
(C)
Significant event number(s).
(5)
EGD Management Functionality.
(i)
The OSDS must have a master "EGD file" which is a database of every gaming device in operation, including at minimum the following information for each entry. If the OSDS retrieves any of these parameters directly from the EGD, sufficient controls must be in place to ensure accuracy of the information.
(A)
Unique interface element/EGD identification number;
(B)
EGD identification number as assigned by the casino;
(C)
Denomination of the gaming device;
(D)
Theoretical hold of the gaming device; and
(E)
Control program(s) within gaming device.
(6)
Exclusions.
(i)
Generally, any system component not specified in this document that impacts revenue reporting must be submitted to the laboratory for test. For example, Standalone Player Tracking Systems are not required for submission unless their function includes embedded feature(s) that affect revenue. However, they may be tested for operation and version control if an integrated feature of the OSDS submission.
(e)
Event Reporting
(1)
Significant Events.
(i)
Significant events are generated by an EGD and sent via the interface element to the OSDS utilizing an approved communication protocol. Each event must be stored in a database(s) which includes the following:
(A)
Date and time which the event occurred;
(B)
Identity of the EGD that generated the event;
(C)
A unique code that defines the event; and
(D)
A brief text that describes the event in the local language.
(2)
Standard Events.
(i)
The following significant events must be collected from the EGD and transmitted to the system for storage:
(A)
Power resets or power failure;
(B)
Handpay conditions (amount needs to be sent to the system);
(1)
EGD Jackpot (An award in excess of the single win limit of the EGD);
(2)
Cancelled Credit Hand pay; and
(3)
Progressive Jackpot (As per Jackpot above.)
(C)
Door openings (any external door on the EGD);
(D)
Coin or token-in errors (each must be sent in a unique message);
(1)
Coin or token jams; and
(2)
Reverse coins or tokens-in.
(E)
Currency acceptor errors (each must be sent in a unique message);
(1)
Stacker full (if supported); and
(2)
Bill (Item) jam.
(F)
EGD low RAM battery error;
(G)
Reel spin errors (if applicable with individual reel number identified);
(H)
Coin or token-out errors (each must be sent in a unique message); and
(1)
Hopper jams;
(2)
Hopper runaways or extra coins paid out; and
(3)
Hopper empties (must be sent as a unique message).
(I)
Printer errors (if printer supported).
(3)
Priority Events.
(i)
The following significant events must be conveyed to the OSDS where a mechanism must exist for timely notification: 
(A)
Loss of communication with interface element;
(B)
Loss of communication with EGD;
(C)
Memory corruption of the interface element; and
(D)
RAM corruption of the EGD.
(f)
Required Meters
(1)
Metering Information.
(i)
Metering information is generated on an EGD and collected by the interface element and sent to the OSDS via a communication protocol. This information may be either read directly from the EGD or relayed using a delta function.
(2)
Required Meters.
(i)
The electronic accounting meters for each EGD as specified in Section 20.A.(d) must be communicated directly from the EGD to the OSDS, however it is acceptable to use secondary OSDS calculations where appropriate.  The following metering information must be communicated from the EGD:
(A)
Total In (credits-in);
(B)
Total Out (credits-out);
(C)
Total Dropped (coins-dropped or total value of all coins, bills and tickets dropped);
(D)
Hand Paid (hand-pays);
(E)
Cancelled Credits (if supported on EGD);
(F)
Bills In (total monetary value of all bills accepted);
(G)
Items In (total value of all items accepted);
(H)
Individual Bill Meters (total number of each bill accepted per denomination);
(I)
Games-Played;
(J)
Cabinet Door (instance meter which may be based on OSDS count of this event); and
(K)
Drop Door(s) (instance meter which may be based on OSDS count of this event).
(3)
Clearing Meters.
(i)
An interface element cannot have a mechanism whereby an unauthorized user can cause the loss of stored accounting meter information.
(g)
Accounting/Auditing Requirements
(1)
Accounting Functionality.
(i)
The OSDS must have an application that allows controlled access to all accounting (financial) information.  Significant event and metering information is stored on the OSDS in a database and accounting reports are subsequently generated by querying the stored information.  This application shall be able to create the following standard reports at a minimum, as well as any additional report required by the Tribe or the Division:
(2)
Gaming machine accounting/auditing procedures shall be performed by employees who are independent of the transactions being reviewed.
(3)
For on-line gaming machine monitoring systems, procedures shall be performed at least monthly to verify that the system is transmitting and receiving data from the gaming machines properly and to verify the continuing accuracy of the coin-in meter readings as recorded in the gaming machine statistical report.
(4)
For weigh scale and currency interface systems, for at least on drop period per month accounting/auditing employees shall make such comparisons as necessary to the system generated count as recorded in the gaming machine statistical report.  Discrepancies shall be resolved prior to generation/distribution of gaming machine reports.
(5)
For each drop period, accounting/auditing personnel shall compare the coin-to-drop meter reading to the actual drop amount.  Discrepancies should be resolved prior to generation/distribution of on-line gaming machine monitoring system statistical reports.
(6)
Follow-up shall be performed for any one machine having an unresolved variance between actual coin drop and coin-to-drop meter reading in excess of three percent (3%) and over $25.00.   The follow-up performed and results of the investigation shall be documented, maintained for inspection, and provided to the Tribal gaming regulatory authority upon request.
(7)
At least weekly, accounting/auditing employees shall compare the bill-in meter reading to the total bill acceptor drop amount for the week.  Discrepancies shall be resolved before the generation/distribution of gaming machine statistical reports.
(8)
Follow-up shall be performed for any one machine having an unresolved variance between actual currency drop and bill-in meter reading in excess of $200.00.  The follow-up performed and results of the investigation shall be documented, maintained for inspection, and provided to the Tribal gaming regulatory authority upon request.
(9)
At least annually, accounting/auditing personnel shall randomly verify that EPROM or other equivalent game software media changes are properly reflected in the gaming machine analysis reports.
(10)
Accounting/auditing employees shall review exception report for all computerized gaming machine systems on a daily basis for propriety of transactions and unusual occurrences.
(11)
All gaming machine auditing procedures and any follow-up performed shall be documented, maintained for inspection, and provided to the Tribal gaming regulatory authority upon request.
(h)
Standards for Evaluating Theoretical and Actual Hold Percentages
(1)
Accurate and current theoretical hold worksheets shall be maintained for each gaming machine.
(2)
For those gaming machines or groups of identical machines (excluding multi-game machines) with differences in theoretical payback percentage exceeding a 4% spread between the minimum and maximum theoretical payback, an employee or department independent from the gaming machine department shall perform a weighted average calculation to periodically adjust theoretical as follows:
(i)
On a quarterly basis, record the meters that contain the number of plays by wager (i.e., one coin, two coins, etc.);
(ii)
On an annual basis, calculate the theoretical hold percentage based on the distribution of plays by wager type;
(iii)
On an annual basis, adjust the machine(s) theoretical hold percentage in the gaming machine statistical report to reflect this revised percentage; and 
(iv)
The adjusted theoretical hold percentage shall be within the spread between the minimum and maximum theoretical payback percentages.
(3)
For those gaming operations that are unable to perform the weighted average calculation as required by paragraph (h)(2) of this section, the following procedures shall apply:
(i)
On at least an annual basis, calculate the actual hold percentage for each gaming machine;
(ii)
On at least an annual basis, adjust the theoretical hold percentage in the gaming machine statistical report for each gaming machine to the previously calculated actual hold percentage; and
(iii)
The adjusted theoretical hold percentage shall be within the spread between the minimum and maximum theoretical payback percentages.
(4)
For multi-game machines with a four percentage (4%) or greater spread between minimum and maximum theoretical payback percentages, an employee or department independent of the gaming machine department shall:
(i)
Weekly, record the total coin-in meter;
(ii)
Quarterly, record the coin-in meters for each game contained in the machine; and
(iii)
On an annual basis, adjust the theoretical hold percentage in the gaming machine statistical report to a weighted average based upon the ratio of coin-in for each game.
(5)
The adjusted theoretical hold percentage for multi-game machines may be combined for machines with exactly the same game mix throughout the year.
(6)
The theoretical hold percentages used in the gaming machine analysis reports should be within the performance standards set by the manufacturer.
(7)
Records shall be maintained for each machine indicating the dates and type of changes made and the recalculation of theoretical hold as a result of the changes.
(8)
Records shall be maintained for each machine that indicate the date the machine was placed into service, the date the machine was removed from operation, the date the machine was placed back into operation, and any changes in machine numbers and designations.
(9)
All of the gaming machines shall contain functioning meters that shall record coin-in or credit-in, or on-line gaming machine monitoring system that captures similar data.
(10)
All gaming machines with bill acceptors shall contain functioning bill-in meters that record the dollar amounts of number of bills accepted by denomination.
(11)
Gaming machine in-meter readings shall be recorded at least weekly immediately prior to or subsequent to a gaming machine drop.  On-line gaming machine monitoring systems can satisfy this requirement.  However, the time between readings may extend beyond one week in order for a reading to coincide with the end of an accounting period only if such extension is for no longer than six (6) days.
(12)
The employee who records the in-meter reading shall either be independent of the hard count team or shall be assigned on a rotating basis, unless the in-meter readings are randomly verified quarterly for all gaming machines and bill acceptors by a person other than the regular in-meter reader.
(13)
Upon receipt of the meter reading summary, the accounting department shall review all meter readings for reasonableness using pre-established parameters.
(14)
Prior to final preparation of statistical reports, meter readings that do not appear reasonable shall be reviewed with gaming machine department employees or other appropriate designees, and exceptions documented, so that meters can be repaired or clerical errors in the recording of meter readings can be corrected.
(15)
A report shall be precluded at least monthly showing month-to-date, year-to-date (previous twelve (12) months data preferred), and if practicable, life-to-date actual hold percentage computations for individual machines and a comparison to each machine's theoretical hold percentage previously discussed.
(16)
Each change to a gaming machine's theoretical hold percentage, including progressive percentage contributions, shall result in that machine being treated as a new machine in the statistical reports (i.e., not commingling various hold percentages), except for adjustments made in accordance with paragraph (h)(2) of this section.
(17)
If promotional payouts or awards are included on the gaming machine statistical reports, it shall be in a manner that prevents distorting the actual hold percentages of the affected machines.
(18)
The statistical reports shall be reviewed by both gaming machine department management and management employees independent of the gaming machine department on at least a monthly basis.
(19)
For those machines in play for more than six (6) months, large variances (three percent (3%) recommended) between theoretical hold and actual hold shall be investigated and resolved by a department independent of the gaming machine department with the findings documented and provided to the Tribal gaming regulatory authority upon request in a timely manner.
(20)
Maintenance of the on-line gaming machine monitoring system data files shall be performed by a department independent of the gaming machine department.  Alternatively, maintenance may be performed by gaming machine supervisory employees if sufficient documentation is generated and it is randomly verified on a monthly basis by employees independent of the gaming machine department.
(21)
Updates to the on-line gaming machine monitoring system to reflect additions, deletions, or movements of gaming machines shall be made at least weekly prior to in-meter readings and the weigh process.
(i)
Security Requirements
(1)
Access Control.
(i)
The OSDS must support either a hierarchical role structure whereby user and password define program or individual menu item access or logon program/device security based strictly on user and password or PIN. In addition, the OSDS shall not permit the alteration of any significant log information communicated from the EGD. Additionally, there should be a provision for system administrator notification and user lockout or audit trail entry, after a set number of unsuccessful login attempts.
(2)
The requirements for physical security of IT systems as contained in Section 22 of this document shall apply to the OSDS.
(3)
Data Alteration.
(i)
The OSDS shall not permit the alteration of any accounting or significant event log information that was properly communicated from the EGD without supervised access controls. In the event financial data is changed, an audit log must be capable of being produced to document:
(A)
Data element altered;
(B)
Data element value prior to alteration;
(C)
Data element value after alteration;
(D)
Time and Date of alteration; and
(E)
Personnel that performed alteration (user login).
(4)
FLASH Download Requirements.
(i)
If supported, the OSDS may utilize FLASH technology to update interface element software.  A FLASH download to the processor board or any component other than the interface element is specifically prohibited.  A FLASH download to the interface element is allowable only if all of the following requirements are met:
(A)
FLASH Download functionality must be, at a minimum, password protected, and should be at a supervisor level. The OSDS can continue to locate and verify versions currently running but it cannot load code that is not currently running on the system without user intervention;
(B)
A non-alterable audit log must record the time/date of a FLASH download and some provision must be made to associate this log with, which version(s) of code was downloaded, and the user who initiated the download. A separate FLASH Audit Log Report must be maintained; and
(C)
For new executable code, modifications to the download executable or FLASH file(s) must be submitted to the gaming test laboratory for approval.  The FLASH process must be duplicated and verified at the gaming test laboratory.  Approval of the process and all related software must be issued by the game testing lab prior to installation at the gaming facility.  
(D)
All flash files must be available to the Tribal gaming regulatory authority and the Division for verification.
(5)
Remote Access Requirements.
(i)
If supported, the OSDS may utilize password controlled remote access to the OSDS as long as the following requirements are met: 
(A)
Remote Access User Activity log is maintained depicting logon name, time/date, duration, activity while logged in;
(B)
No unauthorized remote user administration functionality (adding users, changing permissions, etc.);
(C)
No unauthorized access to database other than information retrieval using existing functions;
(D)
No unauthorized access to operating system; and 
(E)
If remote access is to be continuous basis then a network filter (firewall) should be installed to protect access.
NOTE:
These remote access requirements do not apply to remote access to the OSDS by the system vendor for the purpose of product and user support 
(j)
Backup and Recovery
(1)
General Statement.
(i)
The OSDS shall have sufficient redundancy and modularity so that if any single component or part of a component fails, gaming can continue. There shall be redundant copies of each log file or system database or both on the OSDS with open support for backups and restoration.
(2)
Recovery Requirements.
(i)
In the event of a catastrophic failure when the OSDS cannot be restarted in any other way, it shall be possible to reload the system from the last viable backup point and fully recover the contents of that backup, recommended to consist of at least the following information:
(A)
Significant events;
(B)
Accounting information;
(C)
Auditing information; and
(D)
Specific site information such as slot file, progressive set-up, etc.
(3)
The requirements for backup and storage of backups for IT systems as contained in Section 22 of this document shall apply to the OSDS.
(k)
Ticket Validation System Requirements
(1) General Statement.
(i)
A ticket validation system may be entirely integrated into the OSDS or exist as a entirely separate entity. Ticket validation systems are generally classified into two types: bi-directional ticket systems that allow for EGD ticket insertion and ticket out only systems that do not allow this. This chapter primarily concerns bi-directional ticket systems. Where ticket out only systems are utilized, some of the following may not apply.
(2) Payment by Ticket Printer.
(i)
Payment by ticket printer as a method of credit redemption on an EGD is only permissible when the EGD is linked to an approved validation system or OSDS that allows validation of the printed ticket. Validation information shall come from the validation system or OSDS using a secure communication protocol.
(3) Ticket Types.
(i)
If EGD ticket generation is supported while not connected to the validation system, a ticket system must generate two different types of tickets at minimum. On-line and off-line types are denoted respectively by ticket generation either when the validation system and EGD are properly communicating or the validation system and EGD is not communicating properly. When a patron cashes out of an EGD that has lost communication with the validation system, the EGD must lockup and, after reset, print an offline ticket. The offline ticket must be visually distinct from an online ticket either in format or content while still maintaining all information requirements.
(4) Online Ticket Redemption.
(i)
Tickets may be inserted in any EGD participating in the validation system providing that no credits are issued to the EGD prior to confirmation of ticket validity. The customer may also redeem a ticket at a cashier/change booth or other approved validation terminal.
(5) Cashier/Change Booth Security.
(i)
All validation terminals shall be user and password controlled. 
(6)
Invalid Ticket Notification.
(i)
The validation system or OSDS must have the ability to identify these occurrences and notify the cashier that one of the following conditions exists:
(A)
Serial number cannot be found on file (stale date, forgery, etc.);
(B)
Ticket has already been paid; or
(C)
Amount of ticket differs from amount on file (requirement can be met by display of ticket amount for confirmation by cashier during the redemption process).
(7)
Offline Ticket Redemption.
(i)
If the on-line data system temporarily goes down and validation information cannot be sent to the validation system or OSDS, an alternate method of payment must be provided either by the validation system possessing unique features, (validity checking of ticket information in conjunction with a local database storage), to identify duplicate tickets and prevent fraud by reprinting and redeeming a ticket that was previously issued by the EGD; or use of an approved alternative method as designated by the regulatory jurisdiction that will accomplish the same.
(8)
Reporting Requirements.
(i)
The following reports shall be generated at a minimum and reconciled with all validated/redeemed tickets:
(A)
Ticket Issuance Report;
(B)
Ticket Redemption Report;
(C)
Ticket Liability Report;
(D)
Ticket Drop Report;
(E)
Jackpot Ticket Report;
(F)
Transaction Detail Report must be available from the validation system that shows all tickets generated by an EGD and all tickets redeemed by the validation terminal or other EGD; and
(G)
Cashier Report to detail sum of tickets paid by cashier or validation unit
(9)
Database and Validation Component Security.
(i) Once the validation information is stored in the database, the data may not be altered in any way. The validation system database must be encrypted or password-protected and should possess a non-alterable user audit trail to prevent unauthorized access. Further, the normal operation of any device that holds ticket information shall not have any options or method that may compromise ticket information. Any device that holds ticket information in its memory shall not allow removing of the information unless it has first transferred that information to the database or other secured component(s) of the validation system.
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