Records Management Fact Sheet 9: Record Series Containing Personally Identifiable Information  


State statute 16.61 (3) (u) requires the Public Records Board to prepare a registry of state agency record series that contain personally identifiable information (PI). The Board believes there will better compliance with these requirements if there is a clear understanding of the legislative intent and definition of terms.

Legislative Intent of Identifying Records Series that Contain Personally Identifiable Information

The motivation of this law is to raise the general awareness of the potential threat to individuals’ personal privacy by government record-keeping activities. In particular, records in electronic/magnetic formats are easy to share and distribute which make the risk of invasion of privacy greater. The central premise is that if agencies identify record series containing PI information it would serve two purposes. First, agencies would become more sensitive to privacy related concerns. Second the requirement that PI information be identified and made available for public access provides a mechanism for citizens and the public to gain knowledge and awareness about the personally identifiable information that state government collects and maintains.

What is a Record Series?    

Wis.Stat.16.61(2)(C), defines a record series as a group of related public records that are arranged together under a manual or automated filing system, or are kept together as a unit, because they relate to a particular subject, result from the same activity or have a particular form. Record series therefore have common characteristics and similar retention and disposition requirements. 

What is Personally Identifiable Information (PI)?

Wis. Stat. 19.62 (5) defines personally identifiable as information that can be associated with a particular individual through one or more identifiers or other information or circumstances. 

Isn’t the Term Personally Identifiable Defined Broadly?

Yes. This is a problem. The definition has to be applied by each state agency on a case by case basis against the existing record series that the agency maintains or is planning to maintain.  Some agencies are defining the term broadly and therefore identifying almost all their record series as containing PI information. Other agencies are defining the term narrowly and including only those record series where the name of an individual person was directly identifiable.   

The legislation further complicates the issue by excluding certain categories of record series that contained PI information. The Public Records Board was charged by Wis. Stat. 16.61 (3)(u) to publish a registry compiling PI information.  Excluded are:

· Record series that contain the results of matching programs if the state agency destroys the record series within one year

· Mailing lists

· Telephone directories

· Record series pertaining exclusively to employees of a state agency

· Records series relating to procurement or budgeting by a state agency

· Other records series specified by the Public Record Board where the personally identifiable information in a record series is incidental to the primary purpose for which the record series was created.

What Does the Public Records Board Recommend?

Unless and until the legislation is clarified, the Public Records Board recommends that agencies can make a good faith effort to comply by taking a narrow view in determining which record series contain PI.

This means identifying only those record series where a person’s identity is a data element in the record series. This would include name, address, phone number, social security number, or other unique identifier of the person such as a computer assigned identifier. 

Since most record series contain names, the Board recommends that agencies further narrow the selection of record series to those that contain PI as a data element in an electronic/magnetic database, whether based on a stand-alone, networked personal computer, or part of a mainframe computer application.

The Board further recommends that agencies only include record series that contain PI information from the public impacting individuals. This excludes PI information for inter and intra governmental entities, corporations and non-profit organizations.

The Board recommendations narrowing the scope of the term personally identifiable information is consistent with legislative intent as specified in Wis. Stat. 16.61 (3)(u). 

How Can My Agency View and Possibly Correct Previously Submitted Information?

PI information is included as part of the ongoing records scheduling process. Whether or not a record series contains PI is identified as a field on the paper form and electronic database maintained of agency record series. This information is readily available for review by state agencies both in paper and electronic formats.

Although by statute record series must be analyzed by agencies every 10 years and resubmitted for approval, nothing prevents an agency from amending their record series at any time. The personally identifiable data element can therefore be updated with the regular ongoing analysis of agency records. 

The PI designation of record series and related contact information can also be updated by minor amendment to approved RDA’s at any time. These changes do not require approval of the Public Records Board. Once changes are made the database of RDA’s and supporting paper documentation will be updated. 

I have questions. Who can I contact for help?

Contact:

· Your Agency Records Management Officer 

· Your agency Legal Counsel

· Executive Secretary of the Public Records Board
 
Department of Administration

 
4622 University Ave. 

 
Madison, WI. 53705

 
608 266-2770
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